
Intelligence & Espionage Science
Intelligence Studies  ·  Answer Key  ·  15 Questions

1. Which cryptosystem, developed by the British Government Code and Cypher School
during WWII, was the first to utilize the principle of 'bombe' electromechanical
processing to crack Enigma?

A) The Polish Bomba

B) The Turing-Welchman Bombe
C) The Colossus Machine

D) The Typex System

2. What specific mathematical property allows the One-Time Pad to be considered
theoretically unbreakable?

A) Computational hardness of integer factorization

B) Perfect secrecy via information-theoretic security
C) Elliptic curve discrete logarithm problem

D) The existence of quantum-resistant lattices

3. In signals intelligence (SIGINT), what does the term 'TEMPEST' specifically refer
to?

A) The study of compromising emanations from electronic equipment
B) The interception of satellite-based microwave transmissions

C) A high-altitude reconnaissance drone program

D) A method of covert underwater cable tapping

4. The 'Venona Project' was a top-secret U.S. program designed to decrypt messages
from which specific organization?

A) The Abwehr

B) The Soviet MGB/KGB
C) The Imperial Japanese Navy

D) The East German Stasi

5. Which technical principle governs the effectiveness of 'traffic analysis' in
intelligence gathering?

A) Decryption of the underlying ciphertext

B) Metadata observation and pattern recognition
C) Social engineering of the recipient

D) Exploitation of hardware backdoors
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6. What is the primary scientific function of a 'dead drop' spike in technical
espionage?

A) Long-range passive infrared surveillance

B) Short-range burst transmission of stored digital data
C) Bypassing biometric security sensors

D) Providing a covert power source for listening devices

7. In the context of satellite imagery intelligence, what is 'Ground Sample Distance'
(GSD) a measure of?

A) The orbital altitude of the reconnaissance platform

B) The distance between pixel centers measured on the ground
C) The sensitivity of the optical sensor to light

D) The time delay between image capture and transmission

8. Which cryptographic technique relies on the difficulty of finding the prime factors
of a large composite integer?

A) AES-256

B) RSA
C) ChaCha20

D) Blowfish

9. What is the 'Stuxnet' worm scientifically classified as in the history of
cyber-espionage?

A) A logic bomb targeting civilian infrastructure

B) A modular rootkit designed for industrial control systems
C) A ransomware variant for financial data exfiltration

D) A cross-platform keylogger for government networks

10. The 'Dual-Key' or 'Split-Knowledge' principle in intelligence security is
primarily used for what purpose?

A) Maximizing data compression ratios

B) Preventing unauthorized access through shared responsibility
C) Increasing the entropy of random number generators

D) Reducing the transmission latency of secure packets

11. What scientific concept do passive acoustic sensors utilize to detect the motion
of submarines?

A) Electromagnetic induction

B) Bioluminescence tracking

C) The Doppler shift and frequency analysis
D) Refractive index shifts in seawater
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12. Which process involves the collection and analysis of information derived from the
electromagnetic emanations of a target's radar system?

A) ELINT
B) HUMINT

C) OSINT

D) MASINT

13. What is the primary objective of a 'side-channel attack' on a cryptographic
implementation?

A) Brute-forcing the key space of the algorithm

B) Exploiting physical information like power usage or timing
C) Intercepting the key during transmission

D) Replacing the public key with a malicious one

14. What does the 'Diffie-Hellman' protocol enable two parties to do over an insecure
channel?

A) Verify the physical location of the other party

B) Establish a shared secret key
C) Decrypt previously intercepted traffic

D) Identify the specific hardware used by the other party

15. In intelligence terminology, what is 'MASINT' specifically focused on?

A) Human sources and their relationships

B) Measurements and signature intelligence
C) Open source public databases

D) Tactical maritime intercept operations
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